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Abstract:

The development in information systems, which took place on a certain scale in the
second half of the 20th century, gained momentum in the first quarter of the 21st
century; The rapid increase in the intensity and diversity of user demands, together
with the technological innovations and changes in software and hardware
components, made it necessary to use new methodologies in information
architectures. Virtualization, service-oriented architecture, server-client model,
distributed computing, etc. cloud computing, a service model that emerged with the
development and integration of pioneering technologies and concepts; It offers low-
cost, flexible, scalable, platform-independent accessible and high-performance
architectures to its users.This paper aims to exmine the strategies for cloud
computing adoption through solution suggestions regarding the use of cloud
computing in the public organizations.

Keywords: Strategies, Cloud Computing, Public Organizations, Solution,
Suggestions.

Introduction

Cloud computing is a new term in the computing world [1] and it signals the advent
of a new computing paradigm [1,2]. Computing emerged in the early 1990s, as high
performance computers were inter-connected via fast data communication links,
with the aim of supporting complex calculations and dataintensive scientific
applications. Grid computing is defined as a hardware and software infrastructure
that provides dependable consistent, pervasive, and inexpensive access to high-end
computational capabilities. Cloud Computing has resulted from the convergence of
grid computing, utility computing and SaaS, and essentially represents the
increasing trend towards the external deployment of IT resources, such as
computational power, storage or business applications, and obtaining them as
services [3].

Throughout computer science history, numerous attempts have been made to
disengage users from computer hardware needs, from time-sharing utilities
envisioned in the 1960s, network computers of the 1990s, to the commercial grid
systems of more recent years [4].

This new paradigm is quickly developing and attracts a number of customers and
vendors alike. The quick development of cloud computing is being fuelled by the
emerging computing technologies which allows for reasonably priced use of
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computing infrastructures and mass storage capabilities [5]. It also removes the
need for heavy upfront investment in Information Technology (IT) infrastructure.
This is steadily becoming a reality as a number of academic and business leaders in
this field of science are spiralling towards cloud computing. Cloud computing is an
innovative Information System (IS) architecture, visualized as what may be the
future of computing, a driving force demanding from its audience to rethink their
understanding of operating systems, client—server architectures, and browsers.
Cloud computing has leveraged users from hardware requirements, while reducing
overall client side requirements and complexity [6].

The name cloud computing, was inspired by the cloud symbol that is often used to
represent the Internet in flow charts and diagrams. A distinct migration to the
clouds has been taking place over recent years with end users, “bit by bit”
maintaining a growing number of personal data, including bookmarks, photographs,
music files and much more, on remote servers accessible via a network [7]. Cloud
computing is empowered by virtualization technology; a technology that actually
dates back to 1967, but for decades was available only on mainframe systems. In its
quintessence, a host computer runs an application known as a hypervisor; this
creates one or more virtual machines, which simulate physical computers so
faithfully, that the simulations can run any software, from operating systems, to
end-user applications([7,8] .

Cloud computing is a computing paradigm that involves outsourcing of computing
resources with the capabilities of expendable resource scalability, on demand
provisioning with little or no up-front IT infrastructure investment costs. [9,10]
Cloud computing offers its benefits through three types of service or delivery
models namely infrastructure-as-a-service (laaS), platform-as-a-service (PaaS) and
software-as-a-Service (SaaS). It also delivers its service through four deployment
models namely, public cloud, private cloud, community cloud and hybrid cloud [10].
Cloud computing is viewed as one of the most promising technologies in computing
today, inherently able to address a number of issues.

A number of key characteristics of cloud computing have been identified [11].
Flexibility, users can rapidly provision computing resources, as needed, without
human interaction. Capabilities can be rapidly and elastically provisioned, in some
cases automatically, to quickly scale out or up. Scalability of infrastructure: new
nodes can be added or dropped from the network as can physical servers, with
limited modifications to infrastructure set up and software.

Cloud architecture can scale horizontally or vertically, according to demand.
Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous platforms (e.g., mobile phones,
laptops, and PDAs) [12]. There is a sense of location independence, in that the
customer generally has no control or knowledge over the exact location of the
provided resources, but may be able to specify location at a higher level of
abstraction (e.g., country, state, or datacenter). Reliability improves through the use
of multiple redundant sites, which makes cloud computing suitable for business
continuity and disaster recovery. Economies of scale and cost effectiveness.

Cloud implementations, regardless of the deployment model, tend to be as large as
possible in order to take advantage of economies of scale[13,14,15]. Large cloud
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deployments can often be located close to cheap power stations and in low-priced
real estate, to lower costs. Sustainability comes about through improved resource
utilization, more efficient systems, and carbon neutrality.

Cloud implementations often contain advanced security technologies, mostly
available due to the centralization of data and universal architecture [16]. The
homogeneous resource pooled nature of the cloud, enables cloud providers, to
focus all their security resources on securing the cloud architecture. At the same
time, the automation capabilities within a cloud, combined with the large focused
security resources, usually result in advanced security capabilities.

Literature Review

Barriers to Cloud Computing Adoption in the Enterprise
Although there are many benefits to adopting cloud computing, there are also some
significant barriers to adoption [17,18].

Security and privacy because cloud computing represents a new computing model,
there is a great deal of uncertainty about how security at all levels (e.g., network,
host, application, and data levels) can be achieved. That uncertainty has
consistently led information executives to state that security is their number one
concern with cloud computing. The ability of cloud computing to adequately
address privacy regulations has been called into question. [14]

Connectivity and Open Access The full potential of cloud computing depends on the
availability of high-speed access to all. Such connectivity, rather like electricity
availability, globally opens the possibility for industry and a new range of consumer
products. Connectivity and open access to computing power and information
availability through the cloud promotes another era of industrialization and the
need for more sophisticated consumer products.

Reliability Enterprise applications are now so critical that they must be reliable and
available to support operations. In the event of failure or outages, contingency
plans must take effect smoothly, and for disastrous or catastrophic failure, recovery
plans must begin with minimum disruption. Additional costs may be associated with
the required levels of reliability; however, the business can do only so much to
mitigate risks and the cost of a failure. Establishing a track record of reliability will
be a prerequisite for widespread adoption.

Interoperability The interoperability and portability of information between private
clouds and public clouds are critical enablers for broad adoption of cloud computing
by the enterprise. Many companies have made considerable progress toward
standardizing their processes, data, and systems through implementation of ERPs.

Economic Value The growth of cloud computing is predicated on the return on

investment that accrues. It seems intuitive that by sharing resources to smooth out
peaks, paying only for what is used, and cutting upfront capital investment in
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deploying IT solutions, the economic value will be there. There will be a need to
carefully balance all costs and benefits associated with cloud computing-in both the
short and long terms. Hidden costs could include support, disaster recovery,
application modification, and data loss insurance.

Changes in the IT Organization The IT organization will be affected by cloud
computing, as has been the case with other technology shifts. There are two
dimensions to shifts in technology. The first is acquiring the new skill sets to deploy
the technology in the context of solving a business problem, and the second is how
the technology changes the IT role. During the COBOL era, users rarely
programmed, the expectations of the user interface varied, and the adaptability of
the solution was low.

Even though, political issues due to global boundaries in the cloud computing world,
there is variability in terms of where the physical data resides, where processing
takes place, and from where the data is accessed. Given this variability, different
privacy rules and regulations may apply. Because of these varying rules and
regulations, by definition politics becomes an element in the adoption of cloud
computing, which is effectively multijurisdictional.

Trust and Challenges in cloud computing adoption

Cloud computing has been reported to provide several advantages to businesses
and customers that have switched to cloud based services, such as reliability,
accessibility, cost reductions, the ability to scale services easily, flexibility, and the
reduction of failure rates [19]. However, there are a number of concerns associated
with cloud computing [20]. One of the most important challenges is related to
security issues [21]. Recent studies have revealed that privacy, security, and trust
issues arise as a result of handling computing resources by third parties that can be
accessed via a network [22].

In this proposal, security and trust will be investigated further in an attempt to
develop a trust model that can be used by clients when choosing a service provider.
Security is regarded by many as a make or break concern. Security in cloud
computing relates to things other than authenticity, authorization, and
responsibility; it also relates to data protection, disaster recovery, and business
continuity [23]. The very nature of cloud computing makes security perspectives
quite more complex as cloud computing is concerned with relinquishing direct
control over numerous aspects of security and privacy [24]. As a result, many
Organizations are hesitant to host their internal data on computers that are external
to theirs and that might be co-hosted with applications of other companies. Cloud
computing adoption is faced with a number of challenges, these challenges are:
security challenges, legal and compliance challenges and organisational challenges
[25,20]. Linked to all these challenges is the issue of trust between clients and
vendors, because cloud computing calls for organisations to trust vendors with the
management of their IT resources and data. Trust being a critical factor in cloud
computing adoption, this proposal will focus specifically in identifying the challenges
facing organisations when seeking to adopt cloud computing. Of all the challenges
security has received more mention.
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Furthermore, service providers have access to all the data and could deliberately or
accidentally use it for unapproved purposes [26,29] by doing so organizations are
conferring a high level of trust into the cloud provider [27,28]. Trust is perceived as
a key concern for end-user consumers, organizational customers, and regulators.
Lack of trust is a major inhibitor to the adoption of cloud services, as people are
suspicious about what happens to their data once it goes into the cloud [30,31].

Research Methodology
The recommendations and solution proposals of the European Union Network and
Information Security Agency (ENISA) for the establishment of secure public clouds
according to the current situation in Europe and the foreseen scenarios regarding
the adoption of cloud computing in European countries are as follows:

® Member States (MS) and the European Commission (EC) support the
development of the EU strategy to ensure the adoption of public clouds,

e The European Commission (EC) and Member States (MS) develop a
business model to ensure the sustainability and affordability of public
cloud solutions,

® Member States (MS) and cloud providers encourage the development of a
framework to mitigate the "loss of control" problem,

® The European Commission (EC) and Member States (MS) encourage the
definition of a regulatory framework to solve the "locality problem",

e Member States (MS) and cloud providers encourage the development of
public cloud solutions that comply with EU and country-specific
regulations,

® AService Level of the European Commission (EC) and Member States (MS)

® Support the development of the Agreement (SLA) framework,

® The European Commission (EC) and Member States (MS) encourage the
adoption of basic security measures for public and private cloud
deployment models,

® The European Commission (EC) and Member States (MS) develop a
certification framework,

® Encourage academics and cloud providers to research on public cloud
security.

e The European Commission (EC) and Member States (MS) support the
increase in data privacy in the cloud

RESULTS AND DISCUSSION
The explanations of these suggestions and the precautions to be taken are given
below:

Proposition 1: EU public cloud strategy

Cloud computing adoption in the public sector is very heterogeneous in Europe. This
slow adoption process; It depends on many reasons such as security, control, data
protection and ignorance. Although current or proposed security legislation covers
some of the information security requirements, being aware of how IT services will
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operate and knowing what security measure revisions cloud adoption will result in
has a significant impact on cloud computing use. Studies suggest that systematic
adoption of the public cloud is more advanced in countries that have a national
strategy to address cloud computing adoption. Moreover, many experts are
convinced that the development of an EU strategy that focuses solely on national
strategies for public sector and public cloud computing will promote the adoption of
public cloud.

Measures:

1. Designing a detailed strategy on high-level principles covering technical, legal
and corporate issues.

2. Massive provision of secure cloud services; consider a step-by-step business
plan, a program that plans by identifying meaningful outputs and milestones.

3. Encourage cloud deployment and encourage organizations; promoting the use
of knowledge-based, risk-based policies and external public cloud solutions for
"open data" in the public sector.

4. Linking the national cloud strategy with projects and initiatives to increase the
efficiency of information and communication technologies and data center
aggregation in the public sector.

5. Evaluate public cloud architecture options (open, private, community, and
hybrid) based on the type of services and their requirements, such as privacy,
security, and control.

6. Member States' (MS) strategies; the national strategy to ensure that it
complies with laws, regulations and national agency requirements on security
and data protection, as well as taking into account the confidentiality of data;
security, protection of information, assets and infrastructures, etc. ensuring
that it complies with national and EU laws and regulations,

7. To develop public service catalogs; evaluate catalogs of cloud products,
applications, and services, as well as options that categorize targeted public
cloud platforms, usage profiles, and best practices.

Proposition 2: A business model that guarantees sustainability

Today, private cloud architecture is most commonly used in EU public clouds. The
low utilization of public cloud architecture is due to the regulatory weaknesses and
immaturity of public cloud solutions. There are three major challenges posed by the
relative immaturity of the public cloud computing market:

1. Although there are many cloud computing service providers in the market,
most of them are at the entry level and therefore cannot guarantee the level
of stability that a company capable of collaborating with the public should
have,

2. Many solutions are designed in a specific business context and therefore many
public cloud solutions on the market cannot meet the specific needs of the
public.

3. There are only a few solutions on the market today that can take into account
the private responsibility of the public for data protection,

As a result, there are still relatively few public cloud computing solutions on the
market that are suitable for use by a government. However, a private cloud can be
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expensive to build, operate and transfer existing services to. Developing a cost
model capable of real cost savings is difficult.

To increase the adoption of public cloud, the European Commission and Member
States' competent authorities, in collaboration with cloud providers, need to
develop a business model that will guarantee efficiency and economies of scale of
public cloud solutions. The solution is to move towards using an appropriate,
open/community cloud architecture. This model will reduce investment costs to
increase data and service availability, service reliability and security.

Measures: A regulatory framework is needed to ensure the adoption of multi-
tenant infrastructure and service sharing between Member States. This framework
should address the issue of data and service locality. The framework should also
address issues that come with cloud provider switching or cloud service
termination. Here, the terms and conditions that should be in a Service Level
Agreement and the applicability of these terms and conditions should be
emphasized. Secondly, an independent third-party assurance could contribute to
building trust between the provider and customers, so that European SMEs and
other organizations will make greater use of cloud computing services. The main
idea is to establish a framework within which government agencies can accredit
cloud vendors and provide some form of active and efficient escrow service by a
third party. In this way, the other party can take over the cloud operations without
interruption and cloud provider A can apply to provider B for a user. This software
should contain the current status of users' data and transactions. Third, public cloud
providers need to increase their reputation and credibility. More specifically, an
open/community cloud architecture should support:

® An EU regulation on the use of multi-tenant infrastructures for e-
Government services,

o A framework to certify/assess the competence of the public cloud provider
(for example, a voluntary certification program that provides transparent
audit procedures),

® Public procurement framework for all government bodies that need to
provide cloud services,

e Alegal framework for dealing with overseas sourcing issues,

e Description of standard procedures for application and data migration,

o A framework for controlling/monitoring data locality and handling data in
general.

Proposition 3: A framework to reduce loss of control

Loss of data and resource control stands out as one of the most important obstacles
to the public cloud. The "loss of control" problem is not just a matter of technology;
it is also a matter of awareness, transparency, regulation, contracts between
providers and public customers. For example, when a government agency transfers
its owned data and applications to the cloud, it may be concerned about the
possibility of the cloud provider accessing and manipulating its data, due to the lack
of transparency in the cloud provider's procedures (for example, standard
procedures for data corruption), the absence of common contractual provisions and
an EU regulation. Another aspect of loss of control is the issue of dependency on
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the provider. For example, in the event of provider bankruptcy, concerns may arise
about the fate of data and applications. It should always be possible to transfer data
and applications from one provider to another cloud provider, without the cost and
time constraints of provider dependency. All these provisions need to be declared
and understood in the service level agreement.
Measures: European Commission and Member States' competent authorities in
cooperation with cloud providers and public customers; they should work to reduce
"loss of control" by closely addressing management, monitoring and control,
provider dependency and data processing. The steps to be taken in this regard are:

1. Definition of a monitoring and auditing framework for public service tiers in

the government cloud.
2. Description of standard procedures for data processing,
3. Definition of standard procedures for data and service transfer,

Proposition 4: A regulatory framework to solve the problem of locality

Cloud providers usually store data in their own data centers, which can be located in
many different countries. The possibility of having data and resources outside the
country is often perceived as a barrier to public cloud adoption due to data privacy
issues. The definition of the regulatory framework for the location of data may
reduce public users' objections to cloud architecture, but the most critical concern
for data protection is the security of data rather than its location. To achieve this,
technical solutions (eg using encryption) are indicated to be suitable. However, the
risk is not just about taking technical measures. Usually, local jurisdictions only
prohibit the possession of publicly owned data abroad. Secondly, it's not just about
the data location, it's also about what legal framework the cloud provider falls
within.

It should also be noted that for smaller countries, hosting data abroad has
prohibitive costs and it will also be difficult to set up their own data and backup
centers. The regulatory framework should take this into account and offer solutions
to overcome it.

Measures: For the definition of a new framework, the European Commission and
the competent authorities of the Member States, in cooperation with cloud
providers and public customers, should work on:

1. Description of the measures necessary to increase the awareness of public
institutions and cloud service providers about the current EU legislation on the
subject,

2. Encouraging the development of technological solutions in line with the
current legislation,

3. Evaluating and classifying public institution requirements regarding data
ownership and data privacy according to the type of data available,

4. Improve existing EU legislation on data and resource ownership, with a focus
on outsourcing.

5. Improve existing EU legislation on data privacy with a focus on outsourcing.

Proposition 5: Public cloud solutions that comply with EU and national law
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Measures should be taken to encourage the development of systems and services
that comply with EU regulations and country-specific legislation, in order to allay
public authorities' doubts about the technological solutions offered by service
providers.

Measures: European Commission and Member States' competent authorities, public
bodies, standardization bodies and the R&D sector in cooperation with cloud
providers; It should try to encourage the development of technological solutions in
line with EU and national legislation. The steps to be taken will be:

1. Establishing an accreditation framework (certification) that certifies or
guarantees that each cloud solution complies with relevant legislation
(national and/or EU law),

2. Promoting the definition of standard contracts to cover legal compliances,

3. Increasing the awareness of the EU and Member States on regulations,

4. Promoting education on cloud issues for EU states.

Proposition 6: A common framework for the Service Level Agreement (SLA)
The development of a common framework for standard service level agreements
will be a measure to increase the deployment of public clouds. By having a service
level agreement framework; The challenges that government organizations face,
such as the definition of contracts and doubts about public cloud solutions, can be
tackled. This work was initiated in the EU Cloud Strategy and is supported by ENISA.

Measures:

1. Assurances and warranties given by cloud providers to government entities;
should include specific penetration testing to support security and privacy
claims, and should also be verified and evaluated by audit activities by
independent third parties. Clients can benefit from validation/comments by
third party auditors to avoid duplication of audit.

2. It should be ensured that the obligation to respond and report to the incident
is fulfilled and that the providers respond immediately to the incidents. The
terms of the contract, which aim to report incidents that appear critical and
that may affect the availability of services, to relevant authorities and/or public
users, and to recover quickly from attacks and errors, should be implemented.

3. Incident response and reporting is especially necessary for public services that
have some level of criticality in terms of service type or data sensitivity. In
these cases, it is helpful to separate service level agreements in terms of
response and reporting timelines.

4. Penalties for breach of service level restrictions should be included in the
contract. In this regard, it seems noteworthy that a similar service contract or a
reputation (notation) system should be established to inform users about past
violations against similar standardized classifications.

Proposition 7: Security measures for the public cloud

Defining standard approaches and methods for security certification of services and
providers is important for reliable use of cloud architectures. In order to ensure the
security of public institutions, it is necessary to develop a model that consists of the
sophistication levels that cloud providers must comply with through certification
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and that clearly defines the requirements at each security level. The accreditation
model of cloud services can only be implemented by a dedicated central
administration. Public users and providers should be free to choose the level of
security demanded and provided for public services, and the relevant departments
should be left with the option to implement the best among the most effective and
inexpensive financial solutions. A specific set of security measures focused on public
cloud deployment will be a way to increase reliability in the cloud supply chain.
Measures: Recommended actions to increase security and information protection in
public cloud services:

1. To support the pre-evaluation process before purchasing the service,

2. Establishing a set of basic security measures focused on public clouds (These
measures should include areas such as security management, identity
management, data backup services and availability, etc.),

3. Including risk impact levels in each area to present a sophisticated/advanced
model; enable the audit (and/or certification) framework of information
security measures;

4. To promote security labeling systems.

Proposition 8: Certification framework

Considering the public administration framework, it becomes clear that the problem
is that certificates are not widespread in public institutions. Government agencies
prefer to comply with standards without needing to be approved by an external
auditor. Currently, as part of the EU Cloud Strategy, the European Commission has
launched activities supporting certifications in the cloud and more importantly is
creating a meta-framework for all providers to be accredited. ENISA is part of the
industry group chosen to be responsible for this action and fully supports the
European Commission. This work was initiated in the EU Cloud Strategy and is
supported by ENISA.

Measures:

1. An approach to certification of public cloud platform and services is a
controversial and difficult process. The main driver to achieve the goal may be
to incorporate this obligation into the EU regulatory framework or a European
voluntary certification scheme.

2. Global development and industry-driven standards, as well as public
requirements in other countries, must be explored.

3. It is necessary to support the creation of a national "service catalogs of pre-
tried cloud products/applications". This approach reduces the cost of the
service by applying the "Make sure once, install many times" model.

4. This action can be combined with previous safeguards recommendations,
creating a European accreditation system for all providers wishing to offer
cloud services to the public sector. In the field of information security, a meta-
framework that includes per-domain security controls and is classified into
levels of sophistication is a good starting point.

Proposition 9: Promote research on public cloud security
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It is important to promote public cloud research by leveraging existing research
programs to support the development of cloud technologies aligned with
government requirements. Research should be directed towards raising the risk
impact level of cloud solutions for utilities.
With the cooperation of the European Commission and the R&D authorities of the
Member States and academic; cloud providers should support existing and future
national and European research programs and incorporate their own work on
security aspects of cloud computing in the public sector into their research
programmes. Some of these research topics are: Cloud service lifecycle
management, cloud supply chain control, event management, cyber risk analysis,
cyber threat modeling, encryption, data protection, cloud privacy and security
measurement, privacy level agreement, accountability and transparency for data
protection and information security in cloud systems.
Measures: European Commission and competent authorities of Member States;
cloud providers should undertake the following actions with government
customers, the R&D industry and academic collaboration:
1. Establishing priorities for different research objectives,
2. Communicating with existing security research programs at EU and national
level (such as Horizon 2020),
3. Working with appropriate institutions and organizations (eg Framework
Program Committee and Advisory Groups, Technology Platforms, etc.) to
define an appropriate program of study.

Proposition 10: Enforcement of data privacy

Data protection is an important issue due to the sensitivity of information processed
within public clouds. The cloud services of the European Commission and Member
States need to be ensured to comply with EU data protection laws. To guarantee
privacy in cloud services, encryption by cloud provider and authenticated access by
users seems like a simple solution. However, the implementation of cryptographic
solutions in cloud services is still at a low level of development.

Measures: Data protection enforcement techniques have become a fundamental
issue and controlled and cryptographic techniques such as:

1. Up-to-date policies on the management of personal information by the
organization, which are clearly expressed and include information obtained
with possible footnotes from foreign users, should be taken into account.

2. Infrastructure as a Service (laaS) and Platform as a Service (PaaS) models,
as well as cryptography in private clouds, do not guarantee privacy. Data
security in the private cloud; should be provided by other means such as
access control rather than encryption techniques.

3. In the provision of Software as a Service (SaaS) services, cryptographic
solutions must be predefined, not on demand, in the provider's contract
with the customer.
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Conclusion

Alternative solutions to the encryption functionality offered by providers should
also be considered, as privacy is clearly required for Infrastructure as a Service (laaS)
and Platform as a Service (PaaS). These solutions include the use of encryption
services (e.g. key management servers) or encrypted data of pre-cloud storage
hosted and managed by a third party (preferably a public department or a trusted
security service provider) that enables control over these service models and
approves the implementation of encryption processes.
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